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IDSA defines a reference architecture, which supports sovereign
exchange and sharing of data between partners independent from

their size and financial power.

“Data sovereignty can be defined as a natural person’s or

corporate entity’s capability of being entirely self-determined with
regard to its data”

The IDSA aims at providing the standard for sharing data between
different endpoints while ensuring data sovereignty.
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IDS Reference Architecture Model 3.0

https://www.internationaldataspaces.org/wp-
content/uploads/2019/03/IDS-Reference-Architecture-Model-3.0.pdf

INTERNATIONAL DATA
SPACES ASSOCIATION

REFERENCE

“The Reference Architecture Model of the MopEL T
International Data Spaces (IDS-RAM) constitutes
the basis for a variety of software
implementations, and thus for a variety of
commercial software and service offerings.”



https://www.internationaldataspaces.org/wp-content/uploads/2019/03/IDS-Reference-Architecture-Model-3.0.pdf

IDS Concept - Profiles and Interactions
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Development

Developed as Open
Source

Developed in the
IDSA Community

Developed in the
IDSA Community

Developed in the
IDSA Community
and bound to strong
SLA regarding securi-
ty updates.

Not certified, there-
fore the public IDS
infrastructure is not
available

All IDS Roles (section
3.1.1) supported, but
support for Clearing
House is optional

All IDS Roles (section
3.1.1) supported,

All IDS Roles (section
3.1.1) supported,

Communication
abilities supported

Cannot connect to
public IDS services
or connectors.

Can connect to other
connectors and
exchange data.

Can connect to other
connectors and
exchange data. Can
refuse a connection
with a Connector
with Base Profile.

Can connect to other
connectors and
exchange data. Can
refuse a connection
with a Connector
with Base Profile.

Higher security
features

Security level not
defined

Standard security
level

Extended security
level
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Data
S Connector
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Data Provider

Dataset(s) transferred from
Provider to Consumer

Metadata Description of
Datasets/Provider/Consumer

Application for specific data
manipulation

Connector

Connector

Data Consumer
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Data
Sink

Data exchange (active)

Data exchange (inactive)

Metadata exchange

App download
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Service Provider

Broker Service
Provider

Data
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Data
Provider

Data Owner [ = Data User

authorize use data
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Provider
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Usage Control in the International Data Space SPACES 10U 11101
https://www.internationaldataspaces.org/wp-
content/uploads/2020/09/IDSA-Position-Paper-Usage-Control-in-
|DS.pdf

Usage Control in the
International Data Space

“Data usage control and data provenance as
conceptual and technical solution to cope with
data sovereignty.”

(O Position Paper of bodies of the IDS Assodiation ?
© poston paperf e 05 Assocaton Z Fraunhofer

é; ENGINEERING

I ©
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IDS Connector - From Theory
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Execution Configuration
< > : < >
Custom App Store Execution I Configuration
Container Container Core Container i Manager
I
I ) .
API API Data Configuration .
Router : model Validator
Data :
Bus I
i Network Workflow
Execution Execution
Data Data Execution I .
Configurator = Configurator
App App Core : : 2
Runtime Runtime Runtime I Configurator Management
I
I
I

Application Container Management Runtime

Operating System

Virtual Machine / Hardware
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TRUE (TRUsted Engineering) Connector

Base Security Profile

Based on Apache Camel/Spring Boot

Info Model alignment 4.0.0

Tested the integration with other HTTP/HTTPS connectors
(GEC, FIWARE) during the Integration Camp events

Main focus on the Execution Core Container, a foreground of
the Market4.0 project

VV VY

A\

> Trivial Data APP
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TRUE Connector IDS Trusted Environment TRUE Connector

Open Source /\ Open Source

MultiProtocol

Sender Route Receiver Route

MultiProtocol

e Get Message from Data APP e Get Message from Sender ECC
e Add Token received from DAPS e Validate Token with DAPS

e Send Message to Receiver ECC e Send Message to Data APP

e Register Transaction to CH e Send Response to Sender ECC

MultiFormat MultiFormat

Extendible Extendible

Configurable Configurable

Integrable Integrable
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CONSUMER CONNECTOR IDS Trusted Environment PROVIDER CONNECTOR

.. _ngh Evel Communication
UC APP Data APP e S Data APP F HU[e¥:\2]=
Communication Channel I

UREST (HTTP/HTTPS)

Execution Core Container g:’gc";’er HTTPS Execution Core Container

— Response Types E—

UIDSResponseMessage

UIDSResultMessage

UIDSRejectionMessage
URejectionReason

C a.. C
Clearing House Clearing House
Client API Internal endpoint Public endpoint Client API

1




v
IDS Connector - Tech Position =2 MARKET

CONNECT & PRODUCE

Supported Supported  Supported Suppor.ted Suppo.rted
Data ldentity Clearing
Protocols Brokers )
Formats Providers House

Fraunhofer

Multipart/mixed AISECv1

Fraunhofer EIS ARG ENG (TBC)

Multipart/form AISECVv2

Http-header Orbiter

IDSCP (WIP)
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CONSUMER CONNECTOR IDS Trusted Environment PROVIDER CONNECTOR

High Level Communication
Communication Channel
UREST (HTTP/HTTPS)
WS over HTTPS
Qibpsce
217.172.12.215
<‘ Resionse Tiies ii
UIDSResponseMessage
UIDSResultMessage
UIDSRejectionMessage
URejectionReason
Q..
Internal endpoint . Public endpoint
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TRUE Connector — Dockerized

https://github.com/Engineering-Research-and-Development/true-connector

TRUE Connector — Execution Core Container Source Code

https://github.com/Engineering-Research-and-Development/market4.0-
execution core container business logic

TRUE Connector — Data APP Source Code

https://github.com/Engineering-Research-and-Development/market4.0-

data app test BE



https://github.com/Engineering-Research-and-Development/true-connector
https://github.com/Engineering-Research-and-Development/market4.0-execution_core_container_business_logic
https://github.com/Engineering-Research-and-Development/market4.0-data_app_test_BE
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